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ABSTRACT :   
Digital transforma.on is fundamentally reshaping internal audit prac.ces, transi.oning tradi.onal manual 
processes into technology-driven methodologies and redefining the role of auditors. This study explores how 
advancements in ar.ficial intelligence (AI), blockchain, robo.c process automa.on (RPA), and data analy.cs 
are revolu.onizing audit paradigms, enabling real-.me transac.on analysis, con.nuous monitoring, and 
enhanced detec.on of anomalies. While these innova.ons improve efficiency, accuracy, and strategic value, 
they introduce mul.faceted risks, including sophis.cated cybersecurity threats, algorithmic biases, and 
vulnerabili.es in data privacy. For instance, AI-driven audits risk perpetua.ng systemic inequi.es if trained on 
flawed datasets, while cloud adop.on amplifies exposure to ransomware and supply chain aLacks. 
Concurrently, auditors face a significant skills gap, with many lacking proficiency in advanced technologies 
despite widespread recogni.on of their necessity, underscoring the urgent need for upskilling ini.a.ves. The 
research emphasizes the evolving dual responsibili.es of internal auditors, who must now balance assurance 
roles with advisory func.ons—guiding organiza.ons through digital adop.on while ensuring ethical AI 
governance and compliance with dynamic regula.ons. Sector-specific challenges, such as audi.ng 
decentralized ledgers in supply chains or safeguarding sensi.ve health records, highlight the need for tailored 
solu.ons. Persistent barriers include resistance to automa.on, resource dispari.es between firms, and 
regulatory ambigui.es surrounding emerging technologies. To navigate this transforma.on, the study 
advocates for hybrid skill development, ethical frameworks to ensure AI transparency, and collabora.ve 
efforts to democra.ze access to digital tools. By addressing these challenges, internal audit func.ons can 
harness digitaliza.on to strengthen governance, foster stakeholder trust, and enhance organiza.onal 
resilience in an increasingly complex risk landscape. 
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1. INTRODUCTION 
The advent of digital technologies has catalyzed a 
seismic shiT across industries, redefining 
opera=onal paradigms and stakeholder 
expecta=ons. Within the audit sector, this 
transforma=on is par=cularly profound, as 
organiza=ons transi=on from manual, document-
centric processes to dynamic, data-driven 
methodologies (PwC, 2023). Digitaliza=on—
encompassing ar=ficial intelligence (AI), 
blockchain, robo=c process automa=on (RPA), and 
advanced analy=cs—has emerged as both a 
disruptor and an enabler, compelling internal audit 
func=ons to evolve beyond tradi=onal compliance 
roles into strategic partners capable of naviga=ng 
complex risk landscapes (IIA, 2024). This evolu=on 
is not merely technological but cultural. Auditors 
are no longer confined to retrospec=ve 
evalua=ons of financial records; they are now 
pivotal in real-=me risk governance, ethical AI 
oversight, and cybersecurity resilience (ACFE, 
2023). For instance, AI-powered tools enable 
auditors to analyze en=re datasets 
instantaneously, uncovering anomalies that 
manual sampling might overlook (Sewpersadh, 
2025). Similarly, blockchain’s immutable ledgers 
are transforming supply chain audits by ensuring 
transac=onal transparency (DeloiJe, 2024). Yet, 
these advancements coexist with escala=ng 
risks—algorithmic biases, data privacy breaches, 
and regulatory ambigui=es—that demand 
auditors to balance innova=on with vigilance 
(KPMG, 2022). 
Technological innova=ons such as AI and machine 
learning (ML) are redefining audit efficiency and 
precision. Algorithms trained on historical data can 
predict fraud paJerns, assess credit risks, and 
automate repe==ve tasks such as invoice matching 
(Boritz & Stratopoulos, 2023). For example, banks 
now deploy AI to scru=nize millions of transac=ons 
for suspicious ac=vi=es, reducing false posi=ves 
compared to rule-based systems (DeloiJe, 2024). 
However, the "black-box" nature of AI models 
raises ethical concerns, par=cularly when biased 
training data perpetuates systemic inequi=es in 
loan approvals or hiring prac=ces (Floridi et al., 
2018). Blockchain’s decentralized architecture, 
meanwhile, offers unparalleled transparency in 
transac=onal audits. Smart contracts automate 
compliance checks, while distributed ledgers 
provide tamper-proof records for supply chain and 

ESG audits (IBM, 2023). Walmart’s blockchain 
ini=a=ve, for instance, reduced food traceability 
=me from days to seconds, enhancing audit 
reliability (Sharma & Kumar, 2021). Robo=c 
process automa=on (RPA) further streamlines 
workflows by automa=ng tasks like data entry and 
reconcilia=on. A recent survey found that RPA 
reduced audit cycle =mes in manufacturing sectors 
significantly (Pro=vi=, 2022). However, over-
reliance on automa=on risks deskilling auditors 
and obscuring nuanced anomalies detectable only 
through human judgment (Barr-Pulliam et al., 
2023). Advanced analy=cs tools like Tableau and 
Power BI enable con=nuous, real-=me audi=ng, 
shiTing from periodic reviews to proac=ve risk 
management. Siemens’ AI-driven analy=cs 
plajorm, for example, reduced opera=onal risks 
through predic=ve maintenance alerts (Shamim, 
2025). 
These innova=ons, however, coexist with 
emerging risks. Digital audits rely on vast data 
ecosystems, amplifying exposure to cyber threats. 
Recent reports reveal that financial sectors are 
frequent targets of breaches, oTen exploi=ng 
vulnerabili=es in third-party cloud plajorms 
(Verizon, 2023). High-profile ransomware aJacks, 
such as the 2023 MGM Resorts incident, 
underscore the need for robust encryp=on and 
zero-trust architectures (CISA, 2023). Algorithmic 
bias further complicates accountability. Studies 
demonstrate that AI models used in credit scoring 
dispropor=onately penalize low-income applicants 
due to biased training data (Umeaduma & 
Adedapo, 2025). Auditors must now evaluate not 
only financial risks but also the ethical implica=ons 
of AI deployments, necessita=ng frameworks like 
Explainable AI (XAI) (Floridi et al., 2018). 
Regulatory frameworks, meanwhile, struggle to 
keep pace with technological innova=on. The EU’s 
Digital Opera=onal Resilience Act (DORA) 
mandates stringent IT risk protocols, yet gaps 
persist in audi=ng decentralized finance (DeFi) 
plajorms (European Commission, 2023). Similarly, 
proposed AI audit standards remain under debate, 
leaving firms naviga=ng uncharted territory 
(PCAOB, 2023). Compounding these challenges is 
a widening skills gap. Reports highlight that many 
audit teams lack proficiency in AI and data 
analy=cs, jeopardizing their ability to assess 
emerging risks (ISACA, 2023). Concurrently, 
automa=on threatens to displace rou=ne audit 
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roles, necessita=ng reskilling ini=a=ves (World 
Economic Forum, 2023). 
Amid these shiTs, the role of internal auditors is 
evolving from “watchdogs” to strategic advisors. 
They now collaborate with IT departments to 
evaluate cloud migra=on risks, guide AI ethics 
commiJees, and design blockchain governance 
protocols (KPMG, 2022). Auditors at ins=tu=ons 
like JPMorgan Chase, for instance, advise on AI 
model valida=on to ensure compliance with fair 
lending laws (JPMorgan, 2023). This 
transforma=on demands hybrid competencies—
technical fluency in tools like Python or SQL, 
coupled with soT skills like ethical reasoning and 
stakeholder communica=on (ACCA, 2023). 
This study examines how digitaliza=on reshapes 
internal audit prac=ces, focusing on three 
interconnected dimensions: technological drivers, 
emerging risks, and strategic adapta=ons. Through 
case studies—such as healthcare’s use of AI to 
anonymize electronic health records (EHRs) and 
blockchain’s role in supply chain transparency—
the paper synthesizes academic and industry 
insights to propose ac=onable strategies. These 
include upskilling auditors in digital tools, 
advoca=ng for ethical AI governance frameworks, 
and fostering public-private partnerships to 
democra=ze access to advanced technologies. By 
addressing these impera=ves, internal audit 
func=ons can harness digitaliza=on to enhance 
governance, for=fy stakeholder trust, and navigate 
the complexi=es of an increasingly digi=zed risk 
landscape. 

2. INTERNAL AUDIT PRACTICES 
Internal audit prac=ces form the cornerstone of 
organiza=onal governance, risk management, and 
control frameworks. As defined by the Ins=tute of 
Internal Auditors (IIA, 2024), internal audi=ng is an 
independent, objec=ve assurance and consul=ng 
ac=vity designed to add value and improve an 
organiza=on’s opera=ons. This func=on 
systema=cally evaluates whether business 
processes are efficient, risks are appropriately 
managed, and governance mechanisms align with 
strategic objec=ves (DeloiJe, 2024). However, the 
scope and execu=on of internal audit prac=ces 
have evolved significantly in response to digital 
transforma=on, regulatory complexity, and 
stakeholder demands for transparency (PwC, 
2023). Internal audit serves three primary 
purposes: assurance, consul=ng, and strategic 
insight. Assurance involves providing objec=ve 

assessments of risk management, control, and 
governance processes, while consul=ng focuses on 
advising management on process improvements 
and compliance (IIA, 2024). Strategic insight, a 
more recent addi=on, emphasizes foresight on 
emerging risks such as cybersecurity threats or 
ESG (Environmental, Social, Governance) 
compliance gaps (ACFE, 2023). The effec=veness 
of internal audit hinges on adherence to the 
Interna=onal Professional Prac=ces Framework 
(IPPF) by the IIA, which mandates independence, 
objec=vity, and proficiency (IIA, 2024). 
Independence ensures auditors operate free from 
managerial influence, while objec=vity requires 
unbiased evalua=ons. For example, auditors at 
Siemens AG adhere to a strict rota=on policy to 
prevent conflicts of interest, ensuring fresh 
perspec=ves during risk assessments (Harvard 
Business Review, 2023). 
Modern internal audit prac=ces priori=ze risk-
based approaches, tailoring audits to an 
organiza=on’s most cri=cal vulnerabili=es. The 
COSO ERM Framework (2017) guides auditors in 
aligning audits with enterprise risk appe=te. A 
mul=na=onal corpora=on might priori=ze supply 
chain audits during geopoli=cal instability, while a 
fintech firm focuses on cybersecurity resilience 
(COSO, 2017). Tools like heat maps and risk 
matrices visually priori=ze risks, enabling auditors 
to allocate resources effec=vely (PwC, 2023). 
Advances in data analy=cs have shiTed audits from 
periodic reviews to real-=me oversight through 
con=nuous audi=ng. This approach leverages AI 
and robo=c process automa=on (RPA) to analyze 
transac=ons as they occur. For instance, JPMorgan 
Chase uses machine learning algorithms to 
monitor billions of daily transac=ons, flagging 
anomalies such as duplicate payments or 
unauthorized access (JPMorgan, 2023). Such 
proac=ve methods reduce fraud losses by up to 
35% compared to tradi=onal approaches (ACFE, 
2023). Agile methodologies, borrowed from 
soTware development, further enhance audit 
flexibility. Auditors at Toyota, for example, conduct 
“sprint-based” audits, delivering incremental 
findings to management every two weeks instead 
of annual reports (Pro=vi=, 2022). This itera=ve 
process accelerates remedia=on and aligns audits 
with dynamic business needs. 
Key components of effec=ve internal audit 
prac=ces include independence, competency, and 
technology integra=on. Internal audit func=ons 
must operate independently from management to 
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maintain credibility. Best prac=ces include 
repor=ng directly to the Audit CommiJee of the 
board of directors and securing budgetary 
autonomy to avoid conflicts of interest (KPMG, 
2022). At Coca-Cola, the internal audit team’s 
budget is approved by the Audit CommiJee, 
insula=ng it from opera=onal pressures (Marr, 
2023). Competency development is equally 
cri=cal, requiring hybrid skills that blend technical 
exper=se (e.g., data analy=cs, cybersecurity) with 
soT skills like communica=on and ethical 
judgment. The IIA’s Global Skills Framework (2024) 
iden=fies competencies such as technical acumen, 
cri=cal thinking, and stakeholder engagement. 
Firms like EY now mandate cer=fica=ons such as 
Cer=fied Internal Auditor (CIA) and Cer=fied 
Informa=on Systems Auditor (CISA) for promo=ons 
(EY, 2023). Technology integra=on has become 
indispensable, with tools like AI-powered analy=cs 
detec=ng paJerns in unstructured data, 
blockchain valida=ng transac=onal integrity, and 
RPA automa=ng repe==ve tasks (DeloiJe, 2024). 
Unilever’s internal audit team, for example, 
reduced invoice processing errors using RPA bots 
(Marionne, 2024). 
Challenges in modern internal audit prac=ces are 
mul=faceted. Cybersecurity and data privacy risks 
escalate as audits increasingly rely on digital 
plajorms. The 2023 IBM Cost of a Data Breach 
Report found that 83% of financial ins=tu=ons 
experienced breaches via third-party vendors 
(IBM, 2023). ATer the SolarWinds hack, 
MicrosoT’s audit team mandated mul=-factor 
authen=ca=on for all third-party soTware 
providers (Verge, 2024). Regulatory complexity 
further complicates audits, with global 
frameworks like the EU’s General Data Protec=on 
Regula=on (GDPR) and Digital Opera=onal 
Resilience Act (DORA) crea=ng overlapping 
compliance demands. A 2023 survey by Thomson 
Reuters found that 67% of audit teams struggle to 
keep pace with regulatory updates (Thomson 
Reuters, 2023). Ethical dilemmas also arise with AI 
adop=on, such as biased algorithms in hiring 
audits. Auditors must adopt frameworks like 
Explainable AI (XAI) to ensure transparency. Talent 
shortages compound these challenges, with a 40% 
gap in auditors skilled in AI and blockchain (ISACA, 
2024). Firms like KPMG address this through 
partnerships with universi=es for specialized 
training programs (KPMG, 2022). 
Case studies illustrate the prac=cal applica=on of 
modern audit prac=ces. Walmart implemented 

blockchain to track food provenance across 25,000 
suppliers, reducing audit cycle =mes by 90% and 
improving recall accuracy (Sharma & Kumar, 
2021). HSBC’s AI-driven plajorm, AML Accelerate, 
analyzes 300 million transac=ons monthly, cuung 
false posi=ves by 60% and saving $200 million 
annually (HSBC, 2024). Nestlé adopted agile 
audi=ng to address ESG risks in its cocoa supply 
chain, using monthly sprints to reduce child labor 
incidents by 45% (UNICEF, 2020). These examples 
underscore the transforma=ve poten=al of 
integra=ng technology with audit methodologies. 
Looking ahead, internal audit must priori=ze 
upskilling ini=a=ves to bridge talent gaps, fostering 
hybrid competencies through training programs 
that merge AI literacy with ethical reasoning (IIA, 
2024). Public-private collabora=on is essen=al to 
standardize digital audit protocols, leveraging 
bodies like the Global Internal Audit Common 
Body of Knowledge (CBOK) (ACCA, 2023). Ethical 
AI frameworks, such as the EU’s Ethics Guidelines 
for Trustworthy AI (European Commission, 2023), 
should guide auditors in evalua=ng algorithmic 
fairness. By addressing these impera=ves, internal 
audit func=ons can enhance governance, for=fy 
stakeholder trust, and navigate the complexi=es of 
a digi=zed risk landscape. 

3. THE IMPACT OF DIGITALIZATION ON INTERNAL 
AUDIT PRACTICES 
The integra=on of digital technologies into internal 
audit prac=ces represents a paradigm shiT in the 
profession, driven by advancements in ar=ficial 
intelligence (AI), blockchain, robo=c process 
automa=on (RPA), data analy=cs, and other 
emerging tools. This transforma=on has redefined 
tradi=onal audit methodologies, risk assessment 
frameworks, data collec=on processes, and the 
overall role of auditors in organiza=onal 
governance (Usul & Alpay, 2024). Digitaliza=on 
enables auditors to transcend conven=onal 
limita=ons, such as reliance on sampling methods, 
by leveraging technologies capable of analyzing 
en=re datasets in real =me. For example, 
automa=on and AI allow auditors to scru=nize all 
transac=ons of an audited en=ty, elimina=ng 
sampling risks and enhancing the likelihood of 
detec=ng anomalies, errors, or fraudulent 
ac=vi=es (Alexander, 2021). This shiT not only 
improves efficiency but also elevates the quality of 
audit outcomes, as auditors gain access to 
comprehensive insights derived from con=nuous 
monitoring and advanced analy=cal tools (MoffiJ 
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et al., 2018). The ability to process vast volumes of 
structured and unstructured data—ranging from 
financial records to IoT device outputs—
empowers auditors to iden=fy paJerns and 
correla=ons that would remain undetected 
through manual processes. For instance, AI 
systems can analyze thousands of credit card 
transac=ons to uncover hidden correla=ons 
between spending behaviors and default risks, 
challenging the completeness of a bank’s risk 
assessment models (Friedlich, M.). Similarly, 
machine learning algorithms can automate 
scenario analyses, evalua=ng hundreds of 
economic variables such as interest rates, 
unemployment trends, and GDP growth to assess 
the robustness of an organiza=on’s financial 
forecasts (DeloiJe, 2024). These capabili=es 
underscore how digital tools augment auditors’ 
analy=cal prowess, enabling them to focus on 
high-value tasks such as interpre=ng results, 
evalua=ng qualita=ve factors, and advising 
stakeholders on risk mi=ga=on strategies. 
The evolu=on of digital technologies has also 
reshaped the risk landscape, introducing novel 
challenges that demand auditors’ exper=se in both 
technical and ethical domains. Cybersecurity 
threats, data privacy breaches, and ethical 
dilemmas stemming from biased AI models or 
unethical data prac=ces have emerged as cri=cal 
concerns (IFAC, 2022; IIA, 2024). Auditors must 
now assess risks associated with the design and 
implementa=on of digital tools, such as ensuring 
AI decision models are free from biases or 
verifying compliance with informa=on privacy 
policies in IoT ecosystems (KPMG, 2022; Busulwa 
and Evans, 2021). For example, an auditor 
reviewing a company’s AI-driven hiring plajorm 
might need to evaluate whether the algorithm 
perpetuates gender or racial biases, requiring a 
blend of technical knowledge and ethical 
judgment. Similarly, the prolifera=on of blockchain 
in supply chain management necessitates audits of 
distributed ledgers to ensure transparency and 
accuracy, while IoT devices in manufacturing 
environments require checks for data integrity and 
adherence to opera=onal standards (DeloiJe, 
2024). These complexi=es highlight the growing 
interdependence between auditors and 
technology teams, as audits increasingly involve 
evalua=ng the architecture of informa=on systems 
and the integra=on of digital tools across 
organiza=onal ecosystems (Pro=vi=, 2022). 
Furthermore, the COSO internal control 

framework retains its relevance in this digital age 
by emphasizing the importance of disciplined 
process design prior to automa=on. The 
framework acknowledges that technology can 
enhance internal controls by standardizing 
workflows and reducing human error, but it 
cau=ons against automa=ng poorly designed 
processes, which could amplify risks rather than 
mi=gate them (COSO, 2017). This principle is 
cri=cal in contexts such as robo=c process 
automa=on (RPA), where automa=ng flawed 
financial controls could lead to systemic errors or 
vulnerabili=es. 
The role of internal auditors has expanded beyond 
tradi=onal assurance func=ons to encompass 
advisory responsibili=es, par=cularly in guiding 
organiza=ons through digital transforma=on 
ini=a=ves. Boards and senior management 
increasingly rely on internal audit func=ons to 
evaluate the strategic risks of emerging 
technologies, whether in adop=ng cloud 
compu=ng, deploying AI for opera=onal 
op=miza=on, or enhancing cybersecurity 
frameworks (KPMG, 2022). For instance, internal 
auditors may collaborate with IT departments to 
assess the risks of migra=ng sensi=ve data to cloud 
plajorms, ensuring compliance with regulatory 
standards and evalua=ng third-party vendor 
reliability. This advisory role is further exemplified 
in the hospitality industry, where auditors use AI 
and data analy=cs to protect customer data, 
monitor system vulnerabili=es, and ensure 
compliance with privacy regula=ons. Similarly, 
banks leverage advanced analy=cs to iden=fy high-
risk transac=ons and customers, employing AI-
driven solu=ons to refine risk detec=on algorithms 
and improve audit priori=za=on (DeloiJe, 2024). 
These examples illustrate how auditors are 
transi=oning from reac=ve evaluators to proac=ve 
advisors, leveraging digital tools to provide real-
=me insights and strategic recommenda=ons. 
Despite these advancements, the adop=on of 
digital technologies in internal audit prac=ces 
faces significant barriers. A pervasive skills gap 
remains a cri=cal challenge, as many audit teams 
lack exper=se in advanced analy=cs, AI, machine 
learning, and process mining (Barr-Pulliam et al., 
2022). The Pro=vi= survey (2022) revealed that 
only 7% of internal audit prac==oners ac=vely use 
advanced AI in their work, despite 74% 
acknowledging its importance for the future of the 
profession (IIA, 2024). This disparity underscores 
the urgency of upskilling ini=a=ves and the need 
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for universi=es and professional bodies to 
integrate digital competencies into audit curricula. 
Resistance to change further exacerbates adop=on 
challenges, par=cularly in organiza=ons with 
entrenched manual processes or hierarchical 
cultures. Algorithm aversion—a tendency among 
auditors to distrust AI-generated 
recommenda=ons—also hinders progress, as 
professionals may discount machine-derived 
insights in favor of tradi=onal judgment-based 
approaches (Barr-Pulliam et al., 2022). 
Overcoming this bias requires cultural shiTs, 
targeted training, and demonstrable proof of 
technology’s reliability through pilot projects and 
case studies. Smaller firms face addi=onal hurdles, 
such as limited budgets for cuung-edge tools and 
reliance on off-the-shelf solu=ons that may lack 
customiza=on, placing them at a compe==ve 
disadvantage compared to larger organiza=ons 
with dedicated innova=on teams (Barr-Pulliam et 
al., 2022). Regulatory uncertain=es further 
complicate adop=on, as auditors grapple with 
evolving standards for digital audits, data privacy 
laws, and ethical guidelines for AI. For example, 
the lack of clear regulatory frameworks for 
audi=ng cryptographic assets or AI models creates 
ambiguity, deterring firms from fully embracing 
these technologies (Busulwa and Evans, 2021). 
Regional dispari=es in digital adop=on further 
illustrate the uneven pace of transforma=on. A 
study in Serbia found that digitaliza=on posi=vely 
influenced audit quality by enhancing auditors’ 
technical capabili=es and stakeholders’ 
percep=ons of audit reliability, though regulatory 
changes had minimal impact (Vuković et al., 2023). 
This suggests that cultural, economic, and 
infrastructural factors play a significant role in 
shaping digital readiness. In contrast, regions with 
robust technological infrastructure and suppor=ve 
regulatory environments may experience faster 
adop=on of tools like blockchain and con=nuous 
audi=ng systems. Such varia=ons highlight the 
need for context-specific strategies, where 
auditors tailor digital solu=ons to local regulatory 
landscapes, organiza=onal cultures, and resource 
availability. 
The integra=on of digital tools also redefines the 
value proposi=on of internal audit func=ons. By 
automa=ng repe==ve tasks such as data entry, 
transac=on matching, and compliance checks, 
technologies like RPA free auditors to focus on 
strategic ac=vi=es such as risk governance, 
stakeholder educa=on, and real-=me decision 

support (Cong et al., 2018). For example, auditors 
can dedicate more =me to advising management 
on emerging risks, such as the ethical implica=ons 
of AI or the cybersecurity threats posed by remote 
work environments. Con=nuous audi=ng 
plajorms enable real-=me risk detec=on and 
remedia=on, allowing organiza=ons to address 
vulnerabili=es before they escalate into crises 
(Mani, 2023). Addi=onally, digital tools enhance 
transparency and communica=on with 
stakeholders. Advanced visualiza=on tools, such as 
dashboards and heat maps, allow auditors to 
present complex data in accessible formats, 
fostering clearer dialogue with audit commiJees 
and execu=ves (Beu et al., 2021). This shiT toward 
proac=ve, insight-driven audi=ng aligns with the 
evolving expecta=ons of stakeholders, who 
demand greater agility and foresight in risk 
management. 
The academic literature underscores the 
disrup=ve poten=al of digital transforma=on while 
emphasizing the need for further research to 
address theore=cal and prac=cal gaps. A 
bibliometric analysis of 105 ar=cles published 
between 1985 and 2019 iden=fied four key 
research clusters: con=nuous audi=ng, fraud 
detec=on, data analy=cs, and technological 
innova=on (Pizzi et al., 2021). The surge in 
publica=ons—peaking at 23 ar=cles in 2020—
reflects growing scholarly interest in the 
intersec=on of digitaliza=on and audi=ng. 
However, the analysis also reveals a need for 
deeper explora=on of topics such as the 
integra=on of blockchain into managerial control 
systems, the ethical implica=ons of AI in audi=ng, 
and the long-term impacts of digital tools on audit 
quality.  
Future studies should also inves=gate the evolving 
role of internal auditors as they balance advisory 
and assurance func=ons, par=cularly in industries 
undergoing rapid digital transforma=on. For 
instance, how do auditors maintain independence 
while advising on technology implementa=ons? 
How can they ensure the ethical use of AI without 
s=fling innova=on? These ques=ons warrant 
interdisciplinary research combining insights from 
audi=ng, computer science, ethics, and 
organiza=onal behavior. 
Case studies from diverse industries offer prac=cal 
insights into the opportuni=es and challenges of 
digital adop=on. In the banking sector, ins=tu=ons 
use AI-driven analy=cs to scru=nize high-risk 
transac=ons and customers, refining their risk 
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models through itera=ve feedback loops (DeloiJe, 
2024). This approach not only improves audit 
accuracy but also enhances regulatory compliance 
by iden=fying suspicious ac=vi=es in real =me. In 
manufacturing, IoT sensors and blockchain 
plajorms enable auditors to monitor supply chain 
transac=ons and produc=on quality con=nuously, 
reducing the risk of fraud or opera=onal 
inefficiencies. The healthcare industry presents 
unique challenges, such as audi=ng electronic 
health records (EHRs) for data integrity while 
complying with stringent privacy laws like HIPAA. 
Here, AI tools can anonymize pa=ent data during 
audits, balancing compliance with analy=cal rigor 
(MoffiJ et al., 2018). These examples demonstrate 
the sector-specific nuances of digital audi=ng, 
underscoring the importance of tailoring 
technologies to industry needs. 
The COSO framework’s adaptability to 
digitaliza=on remains a topic of debate, yet its core 
principles con=nue to provide a robust founda=on 
for internal controls. The framework’s five 
components—control environment, risk 
assessment, control ac=vi=es, informa=on and 
communica=on, and monitoring—remain 
relevant, though their implementa=on must 
evolve to address digital risks (COSO, 2017). For 
example, the control environment must now 
encompass cybersecurity protocols and ethical AI 
governance, while risk assessments should 
account for threats like data breaches or 
algorithmic biases. Monitoring ac=vi=es benefit 
from con=nuous audi=ng tools that provide real-
=me feedback on control effec=veness, enabling 
quicker adjustments to emerging risks. However, 
the framework’s reliance on human judgment and 
manual processes in its original design poses 
challenges in fully automated environments. 
Auditors must reconcile these tradi=onal 
principles with the reali=es of digital ecosystems, 
ensuring that controls are both technologically 
robust and aligned with organiza=onal objec=ves. 
Looking ahead, the internal audit profession must 
navigate a landscape marked by both disrup=on 
and opportunity. Success will depend on 
addressing skill gaps through con=nuous 
educa=on, fostering collabora=on between 
auditors and technology experts, and advoca=ng 
for clearer regulatory guidelines. Universi=es and 
professional bodies should priori=ze curricula that 
blend technical skills (e.g., data analy=cs, AI ethics) 
with core audi=ng competencies, preparing the 
next genera=on of auditors for hybrid roles. 

Organiza=ons, meanwhile, must invest in scalable 
digital tools and cul=vate a culture of innova=on, 
encouraging auditors to experiment with new 
technologies while maintaining rigorous ethical 
standards. Regulatory bodies play a pivotal role in 
this ecosystem, as they must provide frameworks 
that balance innova=on with accountability, 
ensuring that digital tools enhance audit quality 
without compromising independence or public 
trust. 
In conclusion, digitaliza=on is reshaping internal 
audit prac=ces in profound and irreversible ways. 
Technologies like AI, blockchain, and data analy=cs 
are dismantling tradi=onal barriers, enabling 
auditors to deliver deeper insights, faster 
responses, and more strategic value. Yet this 
transforma=on is not without challenges, as skill 
shortages, resistance to change, and regulatory 
ambigui=es threaten to slow progress. The 
profession’s future hinges on its ability to embrace 
digital tools while upholding the principles of 
integrity, objec=vity, and skep=cism that define 
audi=ng. By fostering collabora=on, inves=ng in 
educa=on, and advoca=ng for adap=ve 
regula=ons, auditors can harness digitaliza=on to 
navigate the complexi=es of the modern risk 
landscape and secure their role as indispensable 
guardians of organiza=onal governance.  

4. THE RISKS OF DIGITALIZATION AND THE 
TRANSFORMATION OF INTERNAL AUDIT 
PRACTICES 
The rapid adop=on of digital technologies, 
including ar=ficial intelligence (AI), robo=c process 
automa=on (RPA), and cloud compu=ng, has 
redefined organiza=onal opera=ons. While these 
innova=ons promise efficiency and compe==ve 
advantage, they also introduce mul=faceted risks 
that demand robust governance. Internal audit 
func=ons, as highlighted by KPMG (2022), are at 
the forefront of this transforma=on, tasked with 
balancing innova=on with risk mi=ga=on. This 
ar=cle systema=cally examines the risks of 
digitaliza=on, focusing on internal audit prac=ces, 
and integrates insights from academic and 
industry literature to propose mi=ga=on 
strategies. 

4.1. Technological Risks  
Data Integrity and Privacy Concerns: Digital audits 
rely heavily on data extracted from diverse 
sources, including cloud plajorms, IoT devices, 
and enterprise systems. While this data-driven 
approach enhances analy=cal capabili=es, it raises 
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significant concerns about data integrity and 
privacy. Vitali and Giuliani (2024) highlight that 
improper integra=on of AI and big data analy=cs 
can compromise data accuracy, par=cularly when 
algorithms process unstructured or unverified 
datasets. For instance, automated systems may 
inadvertently propagate errors if input data is 
corrupted or incomplete, leading to flawed audit 
conclusions. Privacy risks are also equally cri=cal. 
Digital environments, by their nature, increase 
exposure to unauthorized access and data 
breaches. Lois et al. (2020) emphasize the 
necessity of robust data governance frameworks 
to safeguard sensi=ve financial and opera=onal 
informa=on, especially as cyber threats like 
ransomware escalate. KPMG (2022) reports that a 
breach in confiden=ality not only incurs financial 
penal=es but also damages organiza=onal 
reputa=on, as seen in high-profile cases like the 
2017 Equifax breach, where inadequate security 
measures led to the exposure of 147 million 
records (FTC, 2024). 
Algorithmic Fairness and Bias: The deployment of 
AI in audi=ng introduces the risk of algorithmic 
bias, a phenomenon where machine learning 
models trained on skewed datasets produce 
discriminatory or unfair outcomes. Guo et al. 
(2024) iden=fy the "black box" nature of AI 
systems as a key challenge, where opaque 
decision-making processes obscure the ra=onale 
behind audit findings. For example, an AI model 
trained on historical audit data reflec=ng past 
biases might dispropor=onately flag transac=ons 
from specific regions or demographics, 
perpetua=ng systemic inequi=es. Leocádio et al. 
(2025) argue that transparency and con=nuous 
monitoring are essen=al to ensure algorithmic 
fairness. Auditors must adopt explainable AI (XAI) 
tools to demys=fy algorithmic decisions and 
validate their ethical alignment. This is par=cularly 
crucial in sectors like banking, where biased credit-
scoring algorithms have drawn regulatory scru=ny. 
Cybersecurity Threats: The digi=za=on of audit 
processes increases vulnerability to cyberaJacks, 
including ransomware, phishing, and insider 
threats. Mani (2023) iden=fies opera=onal 
technology (OT) environments as high-risk zones 
due to interconnected systems. KPMG (2022) 
underscores the security risks inherent in 
opera=onal technology (OT) environments, where 
interconnected systems create mul=ple aJack 
vectors. A 2023 report by IBM es=mates the 
average cost of a data breach at $4.45 million, with 

sectors like healthcare and finance being prime 
targets (IBM, 2023). To mi=gate these risks, 
organiza=ons must implement advanced security 
measures such as end-to-end encryp=on, mul=-
factor authen=ca=on, and zero-trust 
architectures. Regular penetra=on tes=ng and 
real-=me threat detec=on systems are equally 
vital. For example, the 2021 Colonial Pipeline 
ransomware aJack demonstrated the catastrophic 
consequences of inadequate cybersecurity 
protocols, disrup=ng fuel supplies across the U.S. 
East Coast (CISA, 2023). 
4.2. Human and OrganizaVonal Risks 

Skills Gap in Audit Teams: A pressing challenge in 
digital audi=ng is the shortage of auditors 
proficient in emerging technologies. The ISACA 
(2024) survey reveals that 18% of internal audit 
leaders cite significant talent gaps in areas like AI, 
blockchain, and data analy=cs (Mani, 2023). This 
skills deficit hampers the ability to assess risks 
associated with complex systems, such as smart 
contracts or decentralized finance (DeFi) plajorms 
(Adamyk et al., 2025). Addressing this gap requires 
a dual approach: upskilling exis=ng staff through 
targeted training programs and recrui=ng 
specialists with hybrid exper=se in accoun=ng and 
IT (KPMG, 2022). For instance, cer=fica=ons like 
Cer=fied Informa=on Systems Auditor (CISA) and 
Cer=fied Data Privacy Solu=ons Engineer (CDPSE) 
are increasingly priori=zed by firms seeking to 
build tech-savvy audit teams (Mani, 2023). 
Over-reliance on Technology: While digital tools 
enhance audit efficiency, excessive dependence 
on automa=on risks eroding professional 
skep=cism. Guo et al. (2024) warn that 
mechanized evalua=ons may overlook nuanced 
anomalies detectable only through human 
judgment. For example, AI-driven fraud detec=on 
systems might miss subtle indicators of collusion, 
such as irregular communica=on paJerns 
between employees. This over-reliance is 
exacerbated by the "black box" effect, where 
auditors uncri=cally accept algorithmic outputs 
without ques=oning their validity. To counteract 
this, firms must foster a culture of cri=cal inquiry, 
encouraging auditors to complement 
technological insights with contextual analysis 
(KPMG, 2022). 
Workforce Reduc=on and Structural ShiTs: 
Automa=on is reshaping audit labor markets, with 
rou=ne tasks like transac=on reconcilia=on 
increasingly delegated to RPA bots. Vitali and 
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Giuliani (2024) cite a 94% probability of 
automa=on displacing accountants and auditors, 
based on Frey and Osborne’s (2017) occupa=onal 
suscep=bility model. This shiT is altering 
organiza=onal hierarchies, with demand rising for 
roles like IT auditors and data scien=sts. However, 
this transforma=on risks widening the compe==ve 
gap between large and small firms. Big4 audit 
firms, which audit 88% of listed companies in Italy 
(Vitali & Giuliani, 2024), can invest heavily in AI 
tools, while smaller firms struggle to keep pace. 
Such dispari=es threaten market diversity and 
audit quality, par=cularly for SMEs reliant on 
affordable services. 
4.3. Regulatory and Compliance Risks 

Regulatory Uncertainty: The rapid pace of 
technological innova=on oTen outstrips 
regulatory frameworks, crea=ng ambiguity for 
auditors. The Interna=onal Federa=on of 
Accountants (IFAC, 2022) notes that inconsistent 
guidelines on AI ethics and data privacy can lead to 
non-compliance, even when firms act in good 
faith. For example, the EU’s General Data 
Protec=on Regula=on (GDPR) mandates strict data 
handling protocols, yet auditors face challenges in 
applying these rules to decentralized technologies 
like blockchain. Proac=ve engagement with 
regulators is essen=al to bridge this gap. Industry 
consor=a, such as the Global Legal En=ty Iden=fier 
Founda=on (GLEIF), are advoca=ng for 
standardized digital audit protocols to harmonize 
cross-border compliance (KPMG, 2022). 

4.4. OperaVonal Risks 
Informa=on Overload: Digital tools generate vast 
data volumes, overwhelming auditors’ cogni=ve 
capaci=es. IFAC (2022) highlights that diagnos=c 
analy=cs, while powerful, can produce excessive 
anomalies during full popula=on tes=ng. For 
instance, analyzing millions of transac=ons in real-
=me may obscure cri=cal red flags amid noise. 
Effec=ve data management strategies, such as 
=ered analy=cs and visualiza=on dashboards, are 
needed to priori=ze high-risk areas. Tools like 
Tableau and Power BI enable auditors to dis=ll 
complex datasets into ac=onable insights, 
mi=ga=ng the risk of decision paralysis. 
Expecta=on Gaps: Clients increasingly demand 
comprehensive assurances from digital audits, 
expec=ng technologies like blockchain to enable 
real-=me, 100% transac=on coverage. However, 
IFAC (2022) observes tensions when audit fees fail 
to align with these heightened expecta=ons. 

Tradi=onal sampling methods, though cost-
effec=ve, may no longer sa=sfy stakeholders 
accustomed to instant, granular insights. Clear 
communica=on is cri=cal to managing these gaps. 
Audit firms must educate clients on the limita=ons 
of technology, balancing innova=on with 
pragma=c resource alloca=on. 
Disparity in Technology Adop=on: The digital 
divide between large and small firms poses 
systemic risks to audit quality. Vitali and Giuliani 
(2024) note that 95% of Italian firms are SMEs, yet 
Big4 auditors dominate the market due to their 
technological edge. This disparity creates entry 
barriers for smaller players, s=fling compe==on 
and innova=on. Public-private partnerships could 
democra=ze access to advanced tools. Ini=a=ves 
like the AICPA’s Dynamic Audit Solu=on aim to 
provide affordable AI plajorms for non-Big4 firms, 
fostering a more equitable ecosystem. 
Addressing the mul=faceted risks of digitaliza=on 
requires a holis=c approach that integrates 
workforce development, ethical governance, 
regulatory collabora=on, and cybersecurity 
enhancements. ISACA (2024) and KPMG (2022) 
emphasize the urgency of upskilling audit teams 
through hybrid training programs that combine 
technical competencies in AI, blockchain, and data 
analy=cs with tradi=onal audi=ng exper=se, 
supported by cer=fica=ons such as CISA and 
CDPSE. To mi=gate algorithmic bias and ensure 
ethical AI adop=on, Leocadio et al. (2025) propose 
implemen=ng frameworks for algorithmic 
transparency, including explainable AI (XAI) tools 
and independent audits of AI systems to validate 
fairness and accountability.  
Regulatory uncertainty, as noted by IFAC (2022), 
can be alleviated through proac=ve collabora=on 
between auditors and policymakers, including the 
crea=on of regulatory sandboxes to test emerging 
technologies under supervised condi=ons. 
Addi=onally, Mani (2023) underscores the 
importance of advanced cybersecurity measures, 
such as adop=ng NIST frameworks, conduc=ng 
regular penetra=on tes=ng, and deploying zero-
trust architectures, to safeguard digital audit 
processes from escala=ng cyber threats. By 
harmonizing these strategies—inves=ng in human 
capital, fostering ethical technology use, engaging 
with regulators, and for=fying security—
organiza=ons can navigate the complexi=es of 
digital transforma=on while maintaining audit 
integrity and stakeholder trust. 
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The evolving landscape of digitaliza=on in internal 
audit demands not only immediate mi=ga=on 
strategies but also forward-looking research to 
address persistent and emerging challenges. 
Future studies must priori=ze interdisciplinary 
inves=ga=ons into the ethical implica=ons of AI, 
par=cularly the "AI divide," which threatens audit 
fairness through embedded biases in algorithmic 
decision-making. Techniques such as adversarial 
debiasing, which ac=vely counteract 
discriminatory paJerns in training data, warrant 
rigorous explora=on to enhance algorithmic equity 
and transparency. Simultaneously, bridging the 
technology adop=on gap remains cri=cal, 
especially for SMEs that lack the resources of 
larger firms.  
Research into cost-effec=ve solu=ons—such as 
open-source plajorms and cloud-based audit 
tools—could democra=ze access to advanced 
technologies, fostering inclusivity and reducing 
market dispari=es. Equally vital is the study of 
human-machine collabora=on, where op=mal 
workflows could redefine audit efficiency by 
alloca=ng data-intensive tasks to AI while 
reserving nuanced, judgment-driven analyses for 
human auditors. These research avenues directly 
respond to the dual challenges of digitaliza=on: 
enhancing technological capabili=es while 
safeguarding ethical standards and accessibility. 
In parallel, internal audit func=ons must navigate 
a complex web of vulnerabili=es, from data 
integrity breaches and cyber threats to workforce 
displacement and regulatory ambigui=es. Success 
in this dynamic environment hinges on agility, 
con=nuous upskilling, and the ethical integra=on 
of emerging technologies. By embracing adap=ve 
methodologies—such as real-=me risk 
assessments and collabora=ve regulatory 
sandboxes—audit teams can transcend their 
tradi=onal compliance roles. This evolu=on 
posi=ons internal audit as a strategic partner, 
capable of driving organiza=onal resilience 
through proac=ve governance and innova=on. 
Ul=mately, the path forward requires balancing 
technological advancement with vigilant 
oversight, ensuring that digital transforma=on not 
only enhances efficiency but also upholds 
accountability, equity, and trust in the digital age. 

CONCLUSION 
The digital transforma=on of internal audit 
prac=ces represents a pivotal shiT in the 
governance and risk management paradigms of 

modern organiza=ons, necessita=ng a nuanced 
understanding of both its transforma=ve poten=al 
and inherent challenges. This study underscores 
the profound impact of technologies such as 
ar=ficial intelligence (AI), blockchain, and robo=c 
process automa=on (RPA) in redefining the scope, 
efficiency, and strategic relevance of internal 
audi=ng. By transi=oning from manual, 
retrospec=ve evalua=ons to dynamic, data-driven 
methodologies, auditors are now equipped to 
deliver real-=me insights, enhance fraud 
detec=on, and foster organiza=onal resilience. 
However, this evolu=on is not without its 
complexi=es. The integra=on of digital tools 
introduces mul=faceted risks—cybersecurity 
vulnerabili=es, algorithmic biases, and ethical 
dilemmas—that demand a balanced approach to 
innova=on. The findings of this research 
contribute significantly to the exis=ng literature by 
bridging the gap between technological op=mism 
and cri=cal risk assessment, offering a holis=c 
framework that synthesizes the opportuni=es and 
challenges of digitaliza=on in audi=ng. Previous 
studies have oTen focused on isolated aspects of 
this transforma=on, such as the technical 
func=onali=es of AI or the procedural benefits of 
automa=on, but this work provides a 
comprehensive analysis that contextualizes these 
advancements within the broader landscape of 
organiza=onal governance, regulatory compliance, 
and ethical responsibility. 
The importance of this topic cannot be overstated, 
as digitaliza=on transcends mere opera=onal 
efficiency to redefine the very role of auditors. No 
longer confined to compliance and assurance, 
auditors are increasingly posi=oned as strategic 
advisors who navigate the ethical implica=ons of 
AI, validate the integrity of blockchain systems, 
and mi=gate risks in cloud-based ecosystems. For 
instance, the adop=on of AI-driven analy=cs in 
ins=tu=ons like JPMorgan Chase has 
revolu=onized transac=on monitoring, reducing 
fraud losses by leveraging machine learning to 
detect anomalies across billions of daily 
transac=ons. Similarly, Walmart’s blockchain 
implementa=on has transformed supply chain 
audits, slashing traceability =melines and 
enhancing transparency (JPMorgan, 2023). These 
examples illustrate the tangible benefits of digital 
tools while also highligh=ng the impera=ve for 
auditors to cul=vate hybrid competencies that 
marry technical proficiency with ethical 
discernment. The study’s contribu=on lies in its 
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dual focus: it not only charts the technological 
advancements reshaping the field but also 
interrogates the societal implica=ons of these 
changes, such as the reinforcement of systemic 
biases through flawed AI models or the erosion of 
privacy in data-intensive audits. By foregrounding 
these issues, the research calls for a reimagined 
audit paradigm that priori=zes transparency, 
accountability, and inclusivity. 
For prac==oners, the implica=ons are clear. The 
adop=on of digital tools must be accompanied by 
robust upskilling ini=a=ves to address the glaring 
skills gap in areas such as AI ethics, cybersecurity, 
and data analy=cs. Organiza=ons should invest in 
con=nuous professional development programs, 
fostering partnerships with academic ins=tu=ons 
and cer=fica=on bodies to ensure auditors are 
proficient in emerging technologies. The 
implementa=on of ethical frameworks, such as 
Explainable AI (XAI), is cri=cal to demys=fying 
algorithmic decision-making and ensuring audits 
remain transparent and equitable. Prac==oners 
must also advocate for interdisciplinary 
collabora=on, engaging with IT specialists, data 
scien=sts, and ethicists to design audit systems 
that are both technologically robust and socially 
responsible. For instance, the integra=on of XAI in 
credit-scoring audits could mi=gate biases that 
dispropor=onately affect marginalized 
communi=es, thereby aligning technological 
innova=on with equitable outcomes. 
Policymakers, on the other hand, face the urgent 
task of craTing regulatory frameworks that keep 
pace with technological innova=on while 
safeguarding public interest. The current 
regulatory landscape, characterized by 
fragmenta=on and 滞后, struggles to address the 
complexi=es of audi=ng decentralized finance 
(DeFi) plajorms or cryptographic assets. Ini=a=ves 
such as the EU’s Digital Opera=onal Resilience Act 
(DORA) represent a step forward in manda=ng 
stringent IT risk protocols, but gaps persist, 
par=cularly in jurisdic=ons with limited resources 
to enforce compliance. Policymakers should 
priori=ze the development of global standards for 
digital audits, leveraging interna=onal bodies like 
the Interna=onal Audi=ng and Assurance 
Standards Board (IAASB) to harmonize regula=ons. 
Regulatory sandboxes—controlled environments 
for tes=ng emerging technologies—could serve as 
a pragma=c solu=on, allowing auditors and firms 
to experiment with blockchain or AI tools under 
supervised condi=ons. Addi=onally, legisla=on 

must address the ethical dimensions of AI, 
manda=ng audits of algorithmic systems for 
fairness and transparency, par=cularly in sectors 
like healthcare and finance where biased 
outcomes can have life-altering consequences. 
To the academic community, this study 
underscores the need for interdisciplinary 
research that bridges audi=ng with fields such as 
computer science, ethics, and organiza=onal 
behavior. Future inves=ga=ons should explore the 
long-term impacts of AI on audit quality, 
examining whether the efficiency gains of 
automa=on compromise the depth of human 
judgment in detec=ng nuanced fraud paJerns. 
Compara=ve studies across industries and regions 
could elucidate the socio-economic factors 
influencing digital adop=on, offering insights into 
why certain sectors, such as banking, lead in AI 
integra=on while others lag. The ethical 
implica=ons of blockchain’s energy consump=on 
and its alignment with sustainability goals also 
warrant further scru=ny. Moreover, the 
development of universal metrics for assessing 
algorithmic fairness in audits remains an open 
challenge, requiring collabora=on between 
technologists and ethicists to create standardized 
evalua=on frameworks. Another promising 
avenue is the explora=on of human-AI 
collabora=on models, where auditors and 
machines complement each other’s strengths—AI 
handling data-intensive tasks while humans focus 
on contextual interpreta=on and ethical oversight. 
The societal ramifica=ons of this digital shiT 
extend beyond organiza=onal efficiency to 
influence public trust in financial systems. As 
audits become more transparent through 
blockchain’s immutable ledgers or more 
responsive through real-=me analy=cs, 
stakeholders—from investors to consumers—gain 
greater confidence in the integrity of financial 
repor=ng. Yet, this trust is fragile, con=ngent on 
auditors’ ability to navigate the ethical quagmires 
posed by digital tools. A single instance of 
algorithmic bias or a high-profile data breach could 
undermine years of progress, emphasizing the 
need for vigilance and proac=ve risk management. 
The study’s recommenda=ons, therefore, 
advocate for a balanced approach: embracing 
innova=on while embedding ethical 
considera=ons at every stage of the audit lifecycle. 
In conclusion, the digital transforma=on of internal 
audi=ng is both a revolu=on and a reckoning—a 
revolu=on in its poten=al to enhance accuracy, 
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transparency, and strategic value, and a reckoning 
in its demand for ethical rigor, regulatory foresight, 
and human adaptability. The contribu=ons of this 
research lie in its synthesis of these duali=es, 
offering a roadmap for auditors, organiza=ons, and 
policymakers to navigate this complex terrain. By 
priori=zing hybrid skill development, ethical 
governance, and collabora=ve innova=on, the 
audit profession can not only survive but thrive in 
the digital age. Future research must build on this 
founda=on, exploring uncharted areas such as the 
cultural resistance to automa=on within audit 
firms, the role of auditors in shaping AI policy, and 
the intersec=on of digital tools with global 
sustainability agendas. As the pace of 
technological change accelerates, the impera=ve 
for con=nuous learning and adap=ve governance 
becomes ever more cri=cal, ensuring that the 
evolu=on of internal audi=ng remains aligned with 
the principles of integrity, accountability, and 
public trust that define its core mission. 
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